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5.

<UwbtF—TLorIAL NOEFR>

GSN "Information security"
GISN All the means and functions ensuring the accessibility, confidentiality or
Cat 5P2 integrity of information or communications, excluding the means and functions

intended to safeguard against malfunctions. This includes “cryptography",
"cryptographic activation”, ‘cryptanalysis’, protection against compromising
emanations and computer security.

Technical Note

'Cryptanalysis': the analysis of a cryptographic system or its inputs and outputs to
derive confidential variables or sensitive data, including clear text. (ISO
7498-2-1988 (E), paragraph 3.3.18).
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FBEE (Authentication ) /742 JLES (Digital signature )/aE—70T9 FEhf=7T045 5 LDEFT (the execution of copy-protected “software”) M &4+

EFDEH. BRUNote 4.a.3. DS+ % 5.A.2.a. D Technical Note 1[2&#y - BB TiEH, /-, BHEEHE LT, TieZEM/BIE,

- Data integrity (E#NO)

- Non-repudiation (i&jn)

IRITEXTIE. 5. A 2. a OFFIEXTHELTLWEEESREICDLNT., HIEX T, RHIFEXH(E inexcess of 56 bits of symmetric key length, or equivalent’

ERBL. Technical Note2. TCHRBEBNDEENDH TREZD/INTA—F FIRTE,

5. A 2. a. DS/ — b (FHEXTIL, Note 2 to 5. A 2. a. ) DEFENAREREL T, EELTTHL, ERAZHOBEREX L1 T+ HoRLEC T L #HAT,
(FEFRBAREIL)

AY— b H—FBRY FHEXD Note2a. Tob. A 2. a. ) DERY Z. Note 4 #HIBR L. MAFXICEETLEILITHVWEXEZEELEER, (—EHBRNEEIEHD?)

4 PAN DRV 3 (GREXD Note2 f. To b A 2. a. ) =&, EE#Hz, RETESE)

KRS /ERTERVBEOBRNEX FRITEXD Noteg. To5. A 2.a. ) #HIER L. 5. A. 2. a. M3 ZEI(Z Tusable without “cryptographic activation” or has been

activated] &Edad 45 & TR,

5.A.3.a. GREERFIEA — T JL) D Technical Note [Z Physical Layer MEiBAEMN GR&IEEE X T FE) ,

5.D.2.a. BUr5.D.2.¢c.1. MEXE. 5. A 2. /5.A3. /5. A4 IZxiz LT 3DIZ9HE|, — Note 3 BEASHEBELEEIZxT (D)

5.D.2.c. 1. DAEM D, 5.A 2.b. FEEHEEAMLER) £ HIR.

TITEXD5.D.2.b. £5.D.2.¢. 2. (X, RESINBEDHN%EULE (Empty Box) %2 D THIBR.

5D.2.c. 1. DOAMBRNDEREEZIES Y 7 VI TICRE.,

RTM5.D.2.d. BEES#EEENMEY 7 DI 7). 5.D.2. b. ~N58E),

RITEX MEX
P Part 2 - "INFORMATION SECURITY" Part 2 - "INFORMATION SECURITY"
Note 1 Not used since 2015 Note 1 Not used since 2015
Note 2 Category 5 — Part 2 does not apply to products when accompanying their user for the user's | Note 2 Category 5 — Part 2 does not apply to products when accompanying their user for the user's
personal use. personal use.
@ Note 3(BES/ — b)) DEFAHLEZ 5.A.2. LEEEY T b I IT7ICRE,
Note 3 Cr Note 3 Cryptography Note

5.A.2., 5.A.3., 5.A.4. and 5.D.2., |[do not apply to items as follows: =ty [5.A.2.,5.D.2.a.1.,5.D.2.b. and 5.D.2.c.1] do not apply to items as follows:

a. Iltems meeting all of the following: a. Items meeting all of the following:

1. Generally available to the public by being sold, without restriction, from stock at 1. Generally available to the public by being sold, without restriction, from stock at
retail selling points by means of any of the following: retail selling points by means of any of the following:

a. Over-the-counter transactions; a. Over-the-counter transactions;
b. Mail order transactions; b. Mail order transactions;

C. Electronic transactions; or c. Electronic transactions; or

d. Telephone call transactions; d. Telephone call transactions;

2. The cryptographic functionality cannot easily be changed by the user; 2. The cryptographic functionality cannot easily be changed by the user;

3. Designed for installation by the user without further substantial support by the 3. Designed for installation by the user without further substantial support by the
supplier; and supplier; and

4. Not used since 2000

5. When necessary, details of the items are accessible and will be provided, upon 4. When necessary, details of the items are accessible and will be provided, upon
request, to the appropriate authority in the exporter's country in order to ascertain request, to the appropriate authority in the exporter's country in order to ascertain
compliance with conditions described in paragraphs 1. to 3. above; compliance with conditions described in paragraphs 1. to 3. above;

b. Hardware components or 'executable software', of existing items described in b. Hardware components or 'executable software', of existing items described in
paragraph a. of this Note, that have been designed for these existing items, and paragraph a. of this Note, that have been designed for these existing items, and
meeting all of the following: meeting all of the following:

1. "Information security" is not the primary function or set of functions of the 1. "Information security" is not the primary function or set of functions of the
component or ‘executable software'; component or ‘executable software’;

2. The component or 'executable software' does not change any cryptographic 2. The component or 'executable software' does not change any cryptographic
functionality of the existing items, or add new cryptographic functionality to the functionality of the existing items, or add new cryptographic functionality to the
existing items; existing items;

3. The feature set of the component or ‘executable software' is fixed and is not 3. The feature set of the component or 'executable software' is fixed and is not
designed or modified to customer specification; and designed or modified to customer specification; and

4. When necessary as determined by the appropriate authority in the exporter's 4. When necessary as determined by the appropriate authority in the exporter’s
country, details of the component or 'executable software', and details of country, details of the component or 'executable software', and details of
relevant end-items are accessible and will be provided to the authority upon relevant end-items are accessible and will be provided to the authority upon
request, in order to ascertain compliance with conditions described above. request, in order to ascertain compliance with conditions described above.

Technical Note Technical Note

For the purpose of the Cryptography Note, ‘executable software' means "software" in For the purpose of the Cryptography Note, ‘executable software' means "software" in

executable form, from an existing hardware component excluded from 5.A.2., 5.A.3. executable form, from an existing hardware component excluded from 5.A.2. by the

or 5.A.4. by the Cryptography Note. Cryptography Note.

Note 'Executable software' does not include complete binary images of the Note '‘Executable software' does not include complete binary images of the

"software" running on an end-item. "software" running on an end-item.

Note to the Cryptography Note: Note to the Cryptography Note:

1. To meet paragraph a. of Note 3, all of the following must apply: 1. To meet paragraph a. of Note 3, all of the following must apply:

a. The item is of potential interest to a wide range of individuals and businesses; a. The item is of potential interest to a wide range of individuals and businesses;
and and

b. The price and information about the main functionality of the item are available b.  The price and information about the main functionality of the item are available
before purchase without the need to consult the vendor or supplier. A simple before purchase without the need to consult the vendor or supplier. A simple
price enquiry is not considered to be a consultation. price enquiry is not considered to be a consultation.

2. In determining eligibility of paragraph a. of Note 3, national authorities may take into 2. In determining eligibility of paragraph a. of Note 3, national authorities may take into
account relevant factors such as quantity, price, required technical skill, existing sales account relevant factors such as quantity, price, required technical skill, existing sales
channels, typical customers, typical use or any exclusionary practices of the supplier. channels, typical customers, typical use or any exclusionary practices of the supplier.

Note 4 Category 5—Part 2 does not apply to items incorporating or using "cryptography" and
meeting all of the following:
a. The primary function or set of functions is not any of the following:
1. ‘"Information security";
2. Acomputer, including operating systems, parts and components therefor;
3. Sending, receiving or storing information (except in support of entertainment, m
lcommercial broadcasts, digital rights management or medical records management)); or
4.  Networking (includes operation, administration, management and provisioning); @_1

b.  The cryptographic functionality is limited to supporting their primary function or set of

functions; and
. . : : @-3:5.A2am

c. When necessary, details of the items are accessible and will be .

. ) o , . Technical Note 1. ~N%88Ef,

provided, upon request, to the appropriate authority in the exporter’s country in order to
ascertain compliance with conditions described in paragraphs a. and b. above.
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5. A Part2. SYSTEMS, EQUIPMENT AND COMPONENTS 5 A Part2. SYSTEMS, EQUIPMENT AND COMPONENTS
CRYPTOGRAPHIC "INFORMATION SECURITY" 5 A 2 "Information security" systems, equipment and components, as follows:
5 A 2 "Information security" systems, equipment and components, as follows: N.B. For Global Navigation Satellite Systems (GNSS) receiving equipment containing
or employing decryption see 7.A.5., and for related decryption "software" and
@ - GNSS 0)§1§%§®§§3F*Uf€1& Category 1 TfF 5 technology" see 7.D.5. and 7.E.1.
EDERRZE. 5. A 2. 2RDFERE LTHRE,
a. Systems, equipment and components, for cryptographic “information security”, as HRAEXAIZRS T4 TICEZE LT, (Note 4 XA
follows:
N.B. For Global Navigation Satellite Systems (GNSS) receiving equipment ®_1 —1 - re=| sk AR E I
containing or employing decryption see 7.A.5., and for related decryption @ 1 WERHEF/{EFE—C SEVIES ERE,
"software" and "technology" see 7.D.5. and 7.E.1. T
5. A 2. a. 1 Designed or modified to use “cryptography" employing digital techniques | 5. A. 2. a. Designed or modified to use 'cryptograph&or data confidentiality' having 'in excess
performing any cryptographic function [other than authentication, digital signatur of 56 bits of symmetric key length, or equiélent’, where that cryptographic capability
lor the execution of copy-protected 'lsoftware”, and having any of the following: is lusable without "cryptographic activation" or has been activated, as follows:
1. Items having "information security" as a primary function;-
Technical Notes 2. Digital communication or networking systems, equipment or components, not
FEXTIE. 1.  Functions for authentication, digital signature and the execution of specified in paragraph 5.A.2.a.1.;-
Definition < copy-protected "software" include their associated key management 3. Computers, other items having information storage or processing as a primary
— function . function, and components therefor, not specified in paragraphs 5.A.2.a.1. or
BEM? \ 2. Authentication includes all aspects of access control where there is no |: 5.A2a2.;- _

\\ encryption of files or text except as directly related to the protection of | N.B. For operating systems, see also 5.D.2.a.1. and 5.D.2.c.1.
passwords, Personal Identification Numbers (PINs) or similar data to |; 4. Items, not specified in paragraphs 5.A.2.a.1. to a.3., where the ‘cryptography
prevent unauthorised access. i for data confidentiality' having 'in excess of 56 bits of symmetric key length, or

equivalent' meets all of the following:
‘ a. It supports a non-primary function of the item; and
SmET /=S ° - 4 . N b. It is performed by incorporated equipment or "software" that would, as
@ : B/ TORINEBL/AE—TOTI 3 Dk a standalone item, be specified by Category 5 — Part 2.
NEFDEMHEZE 5.A 2. a. D Technical Note 1
KL TREE. £1=. BRYIEB = —E8EN, e Technical Notes
1. For the purposes of 5.A.2.a., 'cryptography for data confidentiality’ means
5 A 2 a L a. A 'symmetric algorithm" employing a key length in excess of 56 bits; or “cryptography” that employs digital techniques and performs any cryptographic
Technical Note function other than any of the following:
In Category 5 — Part 2, parity bits are not included in the key length. a.  "Authentication”; _ = &
b. An "asymmetric algorithm" where the security of the algorithm is based on b. Digital signature; @ 3 B 4T & X Note i A3 D
any of the following: c.  Data inteqrity; fexcept - - - 1 DREZRIL,
1.  Factorisation of integers in excess of 512 hits (e.g., RSA); d. Non-repudiation; ?
2. Computation of discrete logarithms in a multiplicative group of a e. [Digital rights management, uding the executi -protected
finite field of size greater than 512 bits (e.g., Diffie-Hellman over "software";
ZIpZ); or f. Encryption or decryption in support of entertainment, mass commercial
3. Discrete logarithms in a group other than mentioned in broadcasts or medical records management]; or
5.A.2.a.1.b.2. in excess of 112 bits (e.g., Diffie-Hellman over an g.  Key management in support of any function described in paragraph a. to
elliptic curve); foaboue
2. For the purposes of 5.A.2.a., 'in excess of 56 bits of symmetric key length, or
equivalent’' means any of the following:
o .. . a. A "symmetric algorithm" employing a key length in excess of 56 bits, not
® : ;IEXTIE, BEEECDVT, FBHIFZEXHI(L inexcess of 56 bits including parity bits; or
of symmetric key length, or equivalent’ &I L .Technical Note2. b. 'gzy gfs{g?jltg\fviﬁ'gg,omhm where the security of the algorithm is based on
TCDRAENDEEDHE TREFDINTA—FFHTE, 1. Factorisation of integers in excess of 512 bits (e.g., RSA);
2. Computation of discrete logarithms in a multiplicative group of a finite
field of size greater than 512 bits (e.g., Diffie-Hellman over Z/pZ); or
) 3. Discrete logarithms in a group other than mentioned in paragraph b.2.
5 A 2 a 2 Not used since 2015 in excess of 112 bits (e.g., Diffie-Hellman over an elliptic curve).
N.B. See 5.A.4.a. for items formerly specified in 5.A.2.a.2.
_ - Note 1 When necessary as determined by the appropriate authority in the
4% 3 == =1 ~
@‘2 c IRITEXD Note 4 ¢. TIHRESNTLHEIRMES exporter's country, details of items must be accessible and provided to
RSN EBICKAMHERIBEEHEZ, Note 1 &L T ©-2 the authority upon request, in order to establish any of the following:
|5 B @_2 a. Whether the item meets the criteria of 5.A.2.a.1. to a.4.; or
9.A.2 a @fﬁ,ﬂﬂ*j{lﬂ ";EIEO b.  Whether the -cryptographic capability for data confidentiality
©-2 : Note g2. £ [R%%, specified by 5.A.2.a. is usable without "cryptographic activation".
Note 5.A.2.a. does not apply to any of the following: Note 2 5.A.2.a. does not apply to any of the following items, jor specially]

©® : oV EEEZ. EREROBREF L) T4 Y&

designed "information security" components| therefor:
3LEL T L FBE,

) a. Smart cards and smart card 'readers/writers' as follows:
a. Smart cards and smart card 'readers/writers' as follows:
" 1. A smart card or an electronically readable personal document
1. Asmart card or an electronically readable personal document (e.g., (e.g., token coin, e-passport) that meets any of the following:
token coin, e-passport) that meets any of the following: o a.  The cryptographic capability meets all of the following:
a. The cryptographic capability is restricted for use in equipment or| 1. ltis restricted for use in any of the following:
systems, excluded from 5.A.2., 5.A.3. or 5.A.4. by Note 4 in a. Equipment or systems not described by
Category 5— Part 2 or entries b. to f. of this Note, and cannot be 5A2.a.l1.t0ad.:
reprogrammed for any other use; or b.  Equipment or systems not using ‘cryptography
for data confidentiality' having ‘in excess of 56
bits of symmetric key length, or equivalent’; or
@ : Note 4 ZHIFRL. MEIEXZEETT LI EITHWEXZEELER, Equipment or systems exciuded from 5.A.2.a.
by entries b. to f. of this Note; and
2. It cannot be reprogrammed for any other use; or
b. Having all of the following:
1. It is specially designed and limited to allow protection off b Having all of the following:
. . . S st My 2t = — » : . . v - .
personal data’ stored within; ' _ FZUDESEEIZALDS 1.  Itis specially designed and limited to allow protection
2. Has bee_n, or can only t_Je,_ perso_nallz_e_d fpr public or| NBERIT— bk H— EAKS, of 'personal data' stored within;
commercial transactions or individual identification; and e 2. Has been, or can only be, personalized for public or
3. Where the cryptographic capabilty is not (@%Eﬂl&lmyﬁgﬁ ? ) commercial transactions or individual identification;
user-accessible; and
Technical Note B ] 3.  Where the cryptographic capability is not
'Personal data' includes any data specific to a particular| user-accessible;
person or entity, such as the amount of money stored and Technical Note
data necessary for authentication. 'Personal data' includes any data specific to a particular
] ) ) - o person or entity, such as the amount of money stored
2. 'Readers/writers' specially designed or modified, and limited, for| and data necessary for "authentication".
items specified by a.1. of this Note;
Technical NOte ) ) ) ) 2. 'Readers/writers' specially designed or modified, and limited,
'‘Readers/writers' include equipment that communicates with smart| for items specified by paragraph a.1. of this Note;
cards or electronically readable documents through a network. Technical Note
'Readers/writers' include equipment that communicates with
smart cards or electronically readable documents through a
network.
b.  Cryptographic equipment specially designed and limited for banking b.  Cryptographic equipment specially designed and limited for
use or money transactions’; banking use or 'money transactions';
Technical Note Technical Note
‘Money transactions’ in 5.A.2. Note b. includes the collection and ‘Money transactions' in 5.A.2. Note 2.b. includes the collection and




settlement of fares or credit functions.

settlement of fares or credit functions.

c.  Portable or mobile radiotelephones for civil use (e.qg., for use with (o Portable or mobile radiotelephones for civil use (e.g., for use with
commercial civil cellular radio communication systems) that are not commercial civil cellular radio communication systems) that are not
capable of transmitting encrypted data directly to another radiotelephone capable of transmitting encrypted data directly to another
or equipment (other than Radio Access Network (RAN) equipment), nor of radiotelephone or equipment (other than Radio Access Network
passing encrypted data through RAN equipment (e.g., Radio Network (RAN) equipment), nor of passing encrypted data through RAN
Controller (RNC) or Base Station Controller (BSC)); equipment (e.g., Radio Network Controller (RNC) or Base Station

Controller (BSC));
d.  Cordless telephone equipment not capable of end-to-end encryption

d. Cordless telephone equipment not capable of end-to-end encryption where the maximum effective range of unboosted cordless
where the maximum effective range of unboosted cordless operation operation (i.e., a single, unrelayed hop between terminal and home
(i.e., a single, unrelayed hop between terminal and home base station) base station) is less than 400 metres according to the
is less than 400 metres according to the manufacturer's specifications; manufacturer's specifications;

e. Portable or mobile radiotelephones and similar client wireless

e. Portable or mobile radiotelephones and similar client wireless devices for civil use, that implement only published or commercial
devices for civil use, that implement only published or commercial cryptographic standards (except for anti-piracy functions, which
cryptographic standards (except for anti-piracy functions, which may may be non-published) and also meet the provisions of
be no?—%ublished) andhalso mee(t the provisions of paragraphs a)l.z.hto : ﬁié EAN gﬁig%xi paragraphs a.2. to) al.14. I?f th(ta) Cryptographyd l;lote (Not? 3 inI
a.5. of the Cryptography Note (Note 3 in Category 5 — Part 2), that . Category 5 — Part 2), that have been customised for a specific civi
have been customised for a specific civil industry application with I(;Eﬂ%llgﬁaﬂ) ° industry application with features that do not affect the
features that do not affect the cryptographic functionality of these s cryptographic functionality of these original non-customised
original non-customised devices; devices;

f. Wireless "personal area network" equipment that implement only f. Items, where the ‘“information security” functionality is limited to
published or commercial cryptographic standards and where the wireless "personal area network" functionality, meeting all of the
cryptographic capability is limited to a nominal operating range not following:
exceeding 30 metres according to the manufacturer’s specifications, or 1. Implement only published or commercial cryptographic
not exceeding 100 metres according to the manufacturer’s specifications standards; and
for equipment that cannot interconnect with more than seven devices; 2. The cryptographic capability is limited to a nominal operating

range not exceeding 30 metres according to the
manufacturer’s specifications, or not exceeding 100 metres

g. Equipment meeting all of the following: according to the manufacturer’s specifications for equipment
1. All cryptographic capability specified by 5.A.2.a. meets any of that cannot interconnect with more than seven devices;

the following:

a. It cannot be used; or

b. 'f‘fa'lf’n"f{ tf)‘i‘made useable by means of "cryptographic @_1 : Iﬁ,"f‘r%j{@ Note g j‘éﬁ"”ﬁo N %ﬁ'%j{'@(i\ 5 A2 a
2. When necessary as determined by the appropriate authority in MDE(Z Tusable without “cryptographic activation”

the exporter's country, details of the equipment are accessible ; En R —

and will be provided to the authority upon request, in order to or has been activated] & ”E'J’;ﬁ LT "*LE?EIE°

ascertain compliance with conditions described above;

N.B.1. See 5.A2a for equipment that has

NB2 g”def?""gffzygtogrgpg'g aCt'(;";“g“z"-b ©-2 : FTEXTIL, Note 1 to 5.A. 2. a. THE,

ee also 5.A.2.b., 5.0.2.d. and 5.E.2.b.
g. Mobile telecommunications Radio Access Network (RAN)

h.  Mobile telecommunications Radio Access Network (RAN) equipment equipment designed for civil use, which also meet the provisions of
designed for civil use, which also meet the provisions 2. to 5. of part a. paragraphs a.2. to a.4. of the Cryptography Note (Note 3 in
of the Cryptography Note (Note 3 in Category 5 — Part 2), having an Category 5 — Part 2), having an RF output power limited to 0.1W (20
RF output power limited to 0.1W (20 dBm) or less, and supporting 16 dBm) or less, and supporting 16 or fewer concurrent users;
or fewer concurrent users;

h. Routers, switches or relays, where the "information security”

i Routers, switches or relays, where the “information security"
functionality is limited to the tasks of "Operations, Administration or
Maintenance" ("OAM") implementing only published or commercial
cryptographic standards; or

j General purpose computing equipment or servers, where the
"information security" functionality meets all of the following:
1. Uses only published or commercial cryptographic standards; and
2. Is any of the following:
a. Integral to a CPU that meets the provisions of Note 3 in
Category 5 — Part 2;
Integral to an operating system that is not specified by
5.D.2.; or
Limited to "OAM" of the equipment.

b.

C.

functionality is limited to the tasks of "Operations, Administration
or Maintenance” ("OAM") implementing only published or
commercial cryptographic standards; or

i General purpose computing equipment or servers, where the
"information security" functionality meets all of the following:

1. Uses only published or commercial cryptographic standards;
and
2. Is any of the following:

Designed or modified to enable, by means of "cryptographic activation", an item to
achieve or exceed the controlled performance levels for functionality specified by
5.A.2.a. that would not otherwise be enabled;

Designed or modified to use or perform "quantum cryptography";

Technical Note

"Quantum cryptography" is also known as Quantum Key Distribution (QKD).

Designed or modified to use cryptographic techniques to generate channelising codes,
scrambling codes or network identification codes, for systems using ultra-wideband
modulation techniques and having any of the following:

1. Abandwidth exceeding 500 MHz; or

2. A"fractional bandwidth" of 20% or more;

Designed or modified to use cryptographic techniques to generate the spreading code
for "spread spectrum” systems, not specified by 5.A.2.d., including the hopping code
for "frequency hopping" systems.

a. Integral to a CPU that meets the provisions of Note 3
in Category 5 — Part 2;

b. Integral to an operating system that is not specified by
5.D.2.;or

c. Limited to "OAM" of the equipment.

5. A. 2. b. Designed or modified to enable, by means of “cryptographic activation”, an item to
achieve or exceed the controlled performance levels for functionality specified by
5.A.2.a. that would not otherwise be enabled;

5. A. 2. c. Designed or modified to use or perform "quantum cryptography";

Technical Note
"Quantum cryptography" is also known as Quantum Key Distribution (QKD).

5. A. 2. d. Designed or modified to use cryptographic techniques to generate channelising codes,
scrambling codes or network identification codes, for systems using ultra-wideband
modulation techniques and having any of the following:

1. Abandwidth exceeding 500 MHz; or
2. A"fractional bandwidth" of 20% or more;
5. A. 2. e. Designed or modified to use cryptographic techniques to generate the spreading code

for "spread spectrum” systems, not specified by 5.A.2.d., including the hopping code
for "frequency hopping" systems.

NON-CRYPTOGRAPHIC "INFORMATION SECURITY"

NON-CRYPTOGRAPHIC "INFORMATION SECURITY"

5. A. 3. Systems, equipment and components, for non-cryptographic “information security’, as | 5. A. 3. Systems, equipment and components, for non-cryptographic “information security”, as
follows: follows:
a. Communications cable systems designed or modified using mechanical, electrical or a. Communications cable systems designed or modified using mechanical, electrical or
electronic means to detect surreptitious intrusion; electronic means to detect surreptitious intrusion;
Note  5.A.3.a. applies only to physical layer security. Note 5.A.3.a. applies only to physical layer security. | For the purpose of 5.A.3.a.,
; = N o e the physical layer includes Layer 1 of the Reference Model of Open Systems|
: Physical Layer O tBAIBM GRAIEHETEETR) . | interconnection (OSI) (ISO/IEC 7498-1)]
b.  Specially designed or modified to reduce the compromising emanations of | 5 A 3. b Specially designed or modified to reduce the compromising emanations of

information-bearing signals beyond what is necessary for health, safety or
electromagnetic interference standards.

information-bearing signals beyond what health,

electromagnetic interference standards.

is necessary for safety or

DEFEATING, WEAKENING OR BYPASSING "INFORMATION SECURITY"

DEFEATING, WEAKENING OR BYPASSING "INFORMATION SECURITY"

5. A. 4. Systems, equipment and components for defeating, weakening or bypassing "information | 5. A. 4. Systems, equipment and components for defeating, weakening or bypassing "information
security”, as follows: security", as follows:
a. Designed or modified to perform ‘cryptanalytic functions'. a. Designed or modified to perform ‘cryptanalytic functions'.
Note 5.A.4.a. includes systems or equipment, designed or modified to perform Note 5.A.4.a. includes systems or equipment, designed or modified to perform
‘cryptanalytic functions' by means of reverse engineering. ‘cryptanalytic functions' by means of reverse engineering.
Technical Note Technical Note
‘Cryptanalytic functions' are functions designed to defeat cryptographic mechanisms in 'Cryptanalytic functions' are functions designed to defeat cryptographic mechanisms in
order to derive confidential variables or sensitive data, including clear text, passwords order to derive confidential variables or sensitive data, including clear text, passwords
or cryptographic keys. or cryptographic keys.
5. B. Part2. TEST, INSPECTION AND PRODUCTION EQUIPMENT 5. B. Part2. TEST, INSPECTION AND PRODUCTION EQUIPMENT
5. B. 2. ‘Information security" test, inspection and "production" equipment, as follows: 5. B. 2. ‘Information security" test, inspection and "production" equipment, as follows:
a. Equipment specially designed for the “development” or "production" of equipment a. Equipment specially designed for the "development" or “"production" of equipment
specified by 5.A.2., 5.A.3.,5.A.4. or 5.B.2.b.; specified by 5.A.2., 5.A.3., 5.A.4. or 5.B.2.b.;
b. Measuring equipment specially designed to evaluate and validate the "information b. Measuring equipment specially designed to evaluate and validate the "information

security" functions of equipment specified by 5.A.2., 5.A.3. or 5.A.4., or of "software"
specified by 5.D.2.a. or 5.D.2.c.

security” functions of equipment specified by 5.A.2., 5.A.3. or 5.A.4., or of "software"
specified by 5.D.2.a. or 5.D.2.c.




5. C. Part2. MATERIALS - None 5. C. Part2. MATERIALS - None
5. D. Part2. SOFTWARE 5. D. Part2. SOFTWARE
5. D. 2. "Software" as follows: 5. D. 2. "Software" as follows:
a. "Software" specially designed or modified for the "development", "production" or \
"use" of equipment specified by 5.A.2., 5.A.3. or 5.A.4., or of "software" specified "Software" specially designed or modified for the "development”, "production” or "use"
by 5.D.2.c.; of any of the following:

@-1:5.D.2.a MEX%. 5.A.2./5.A.3./5. A 4.1
i LT 3 2I29El,

b. "Software" specially designed or modified to support "technology" specified by 5.E.2.;

Z’\"i

Equipment specified by 5.A.2. or "software" specified by 5.D.2.c.1.;
Equipment specified by 5.A.3. or "software" specified by 5.D.2.c.2.; or
3. Equipment specified by 5.A.4. or "software" specified by 5.D.2.c.3.;

"Software" designed or modified to enable, by means of "cryptographic activation”, an
item to meet the criteria for functionality specified by 5.A.2.a., that would not otherwise
be met;

@-1: Ak,

Xt LT 3DIZHE|,

@-2:56D.2.¢c.1. DEX%E. 5.A2./5.A3./5.A4 [

:3[{175.0.2.d. #5.D. 2. b. IZF&H,

@-3:5.A.2.b. (BSHEFNLEE) 2R SHIER,

V4
"Software" having the characte r performing or simulating the functions of,
any of the following:

5. D. c
c.  Specific "software" as follows:
1. "Software" having the characteristics of, or performing or simulating the functions » 1. Equipment specified by 5.A.2.a., 5.A.2.c., 5.A.2.d. or5.A.2.e;
of, equipment specified by 5.A.2., 5.A.3. or 5.A.4,;
Note  5.D.2.c.1. does not apply to "software" limited to the tasks of "OAM"
implementing only published or commercial cryptographic standards.
2. "Software" to certify "software" specified by 5.D.2.c.1,;
2. Equipment specified by 5.A.3.; or
/ 3. Equipment specified by 5.A.4.
-
Note 5.D.2.c. does not apply to "software" limited to the tasks of "OAM" S
—1 - I implementing only published or commercial cryptographic standards. . pre _
@2-1: Al ®: O AMBAOERFEEEES Y T by T 7 IZRE,
d. "Software" designed or modified to enable, by means of "cryptographic activation", an§ 5/ D. 2. d. Notused since 2016
item to meet the criteria for functionality specified by 5.A.2.a., that would not otherwise N.B. See 5.D.2.b. for items formerly specified in 5.D.2.d.
be met.
5. E. Part2. TECHNOLOGY 5. E. Part 2. TECHNOLOGY
5. E. 2. "Technology" as follows: 5. E. 2. "Technology" as follows:
a. "Technology" according to the General Technology Note for the "development", a. "Technology" according to the General Technology Note for the "development”,
"production” or "use" of equipment specified by 5.A.2., 5.A.3., 5.A.4. or 5.B.2., or of "production” or "use" of equipment specified by 5.A.2., 5.A.3., 5.A.4. or 5.B.2., or of
"software" specified by 5.D.2.a. or 5.D.2.c.; "software" specified by 5.D.2.a. or 5.D.2.c.;
b.  "Technology" to enable, by means of “cryptographic activation”, an item to meetthe | 5. E. 2. b. "Technology" to enable, by means of "cryptographic activation”, an item to meet the
criteria for functionality specified by 5.A.2.a., that would not otherwise be met. criteria for functionality specified by 5.A.2.a., that would not otherwise be met.
Note 5.E.2. includes "information security" technical data resulting from procedures Note 5.E.2. includes "information security" technical data resulting from procedures
carried out to evaluate or determine the implementation of functions, features or carried out to evaluate or determine the implementation of functions, features or
techniques specified in Category 5 — Part 2. techniques specified in Category 5 — Part 2.
<FEDH>
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FahbH, Noted FTHMRFNILo=EW - VI FTERREATONITIERFIZE o 7=,
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BATIE, TE-5#EN., BHREX1) T, BE, SFERETEG ] & RUBSHENT-OMELUNDEEZIELTVT.] OFHEFELT
H.Noted FTERFNCLGo-EY - VI FTREINTUONIE IRNTERFICTL2ERNEELTE Y. BRADERMN. Ty tF—T—8LER SN,

EBRINGMN BRI DONT, SEDERZT NET] LHERTIHEHY,
5) 5A2a D T.N. T, BEIFDBRNTZLHLDDHIRMER 1=, =3RFHIEEFD
c. Data integrity
d. Non-repudiation
6) 5D2¢c1 (2 1&1EAST) : 5A2b O refer ZHIBR,

RIEBAICIXEERSA, EEHMELE, NBIIHEEAF. ELSEDO/NNTIATIEEFTLTLSH)
7) OAM @ software Z[8419 % 5D2c D Note AS. 5A3, SAA BEEY 7 MZIXERARTIZ, =iH&IER1E

8) 5D2c2 (2 1§ 1IE+S) DHIFR : RHEM

LI I scope change TIZA LAY, EHIDEMA EFEEXET HAEILERR,
9) IR Note (Hr Note2) M alBRAVY— kH— K : scope change 75 L
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